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EQUIINET Multi Level Administration

Setting up multiple administration accounts with differing access levels

This facility gives the ‘Admin’ Administrator the ability to set additional Administrators
the same level, or as a ‘Site Administrator’ or as a ‘Cache Administrator’. The procedure
is similar in all cases - first set up a new user with appropriate password and then
promote the user to the required level via the ‘Site Admin’ command.

e To access the option to add Administration permissions to an account. You will
need to log into your unit using an account that has the full Admin rights.

e Seclect the User Accounts option from the left hand titles and Users option from
the top menu and add a new user. The Equiinet convention is to use the
usernames ‘cacheadmin’ and ‘siteadmin’ although any name can be used. The
user group selected for this user has no affect upon access to the menu screens.
See example below of creating a user call ‘CacheAdmin’
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e Then select the Site Admin option from the top menu bar, edit the user, and select
the required administration level. The example below shows promotion to
CacheADMIN Administrator.
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EQUIINET Multi Level Administration

Permissions matrix for Administration and Site and Cache
Administration Accounts

Site (S) and Cache(C)

Admin
Quick Configuration .
Login Page .
Welcome °
Internet Service Provider .
Username & Password °
ISDN Phone Number °
E- Mail Transfer °
Domain Name °
Pre- Flight Check o
Information Saved °
Test Network Connection °
Testing ..You are on the
Internet ... ®
Congratulations °
Next Steps
Administration
Login Page
User Accounts
User Accounts ° e S
Add Users ° e S
Edit Users . e S
Delete Users ° e S
User Groups ° e S
Add User Group ° e S
Edit User Group ° e S
Delete User Group . e S
Site Admin — adjust levels .
File Sharing . e S
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Type of File and Access o e S

Web Users ° e S

Batch Edit o e S

Add Users/Groups ° e S
Edit Users/Groups ° e S
Delete Users/Groups ° e S

Redirect . e S

Email Times Mail Check

Frequency °

Configure Transfer °

Outgoing Mail Servers o

Add Incoming Mail Servers °

Edit Incoming mail Servers .
Delete Incoming mail

Servers °

Add Mail Relaying .

Edit Mail Relaying .

Delete Mail Relaying .

Pending . e S
View/Delete Incoming Mail . e S
View/Delete Outgoing Mail o e S

Mailing Lists . e S

Add Mailing Lists ° e S
Configure Mailing Lists ° e S
Delete Mailing Lists o e S
Mailing List Users ° e S

Configure Mailing List Users o e S

Dial Times °

Time-Bands .

Add/Edit Time-Bands o

Delete Time-Bands o

Firewall Configuration °
Admin Password Change o
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EQUIINET Multi Level Administration
Disk Usage and Summary ° e SC
Redirect Logs to an Email e S
Address °
User ° e S
Email ° e S
Connection Status . o S
Phone Line Status ° e S
Phone Line Log Messages . e S
Wan Traffic Logs . e S
IPSEC Info (Optional) . e S
Security Information e S
(Optional) ®
DHCP Leases ° e S
Web ° e S
Web Traffic ° e S
Web Page Access ° e S
System ° e S
wes I .
Web Sites . e S
Parent Proxy ° e S
Cache Size ° e S
Pre-Cache ° e SC
Clear ° e S
Statistics ° e S
Shutdown ° e SC
Print Server ° e S
Backup ° e S
Make Backup . e S
Restore Backup ° e S
Change ISP .
Network °
LAN Configuration .
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Static Routes °

DHCP Leases °

Add/Edit DNS Entries °

Add/Edit DNS Servers °

Network Diagnostics .

Advanced: Control Beeper ° e S

Force Line Up e S
Dialing Control

Time and Date ° e S

Time Servers °

Load CSV User e S
List

Save CSV User e S
List

FTP ° e S

SMB e S
Encryption

Web Proxy and
Cache

Hard Disk e S
Information

Enable 128k —
Channel °
Bonding

Configure Port
Forwarding

Upgrade
Management

Reboot ° e S

Factory Reset °

Commands not high-lighted under the Site/Cache Admin column will be greeted with a
screen warning the account user that they do not have the permissions to access the area.
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