seaadll Configuring NetSweeper Filtering on CachePilot

Overview of operation and configuration

Most of the NetSweeper ongoing administrator facilities are available by accessing the
web based administration interface provided by the NetSweeper organization. This
allows control of users and categories that can be viewed by pupils.

As regards CachePilot operating with NetSweeper, CachePilot administrator
configuration is limited to the initial installation tasks.

The administrator is required to manually enter DNS entries for the NetSweeper
server(s). A minimum of one, and a maximum of three server DNS entries must be
added.

The NetSweeper operation is enabled/disabled by a tick-box which is displayed on the
CachePilot "Web Sites - Site lists - Edit - global forbidden sites' page (examples below).

Customised versions of CachePilot Software

CachePilot software can be factory customized for specific applications/users. Those
customers that ordered units pre-configured for use with NetSweeper URL filtering - will
as default - have access to the appropriate configuration screens. Those that have standard
CachePilot software builds and wish to upgrade their units in the field to interact with
NetSweeper filtering need to apply Equiinet’s upgrade called “0000667.nub”. Details of
how to apply “nub” upgrades are available from Equiinet.
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Detailed Notes on Configuration of CachePilot for NetSweeper operation
Step 1 : Add DNS entries for NetSweeper server(s)
o Click on side bar button Maintenance

o Click on the top bar button Network
o Click on mid page Link DNS Entries
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Reconfigure the EMBC Cachepilot Local Area Network
parameters

Second network (WAN) configuration

Reconfigure the EMBC Cachepilot Wide Area Netwark
parameters

Static routes
Create, edit or delete static-routing parameters

il DHCP leases

M Specify the addresses issued by the Dynamic Host Configuration
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 J DS entries
Configure DNS entries for your LAM.

DNS servers
Configure additional DNS servers.

o Click on Add
o Enter name netsweeperl and I[P Address
o Optionally repeat for netsweeper2 and netsweeper3
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Step 2 : Enable NetSweeper Tick Box

o Logon to CachePilot as ADMIN
o Click on side bar button Web
o Click on mid page Link Site Lists
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Site lists
Add or modify web site blacklists and whitelists.

Error URL
Customize the URL used for reporting web filter errars.

Web prosey privacy
Canfigure if personal information is hidden from web senvers.

A Test url-filtering
8 Testwebsites against urlfiltering rules.

o Select the Site List Global Forbidden Sites, then click on Edit button
o Ensure the Tick Box for NetSweeper is enabled at the bottom of the screen
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MName: global forbidden sites
Type: Blacklist - these sites are blocked

By defauli, this list affecis all users, since it is used in the special
‘Global'user group
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NetSwesper:

Please enter the addrass of your NetSweeper server using the
‘Maintenance - Nefwork - DNS Enlries’web admin page
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